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Scope Note

This case study analyzes the Mexican Government’s response to recent
threats to and attacks against energy infrastructure and personnel in
Tamaulipas and Veracruz. The government is addressing the issue of cartel-
induced violence in Tamaulipas and Veracruz by mobilizing security
frameworks for newly established and existing state law enforcement
entities and the Military. The security arrangements, that include policing of
major ports and protecting Pemex facilities and operations, should help the
oil and gas industry to better absorb the financial risks to its business
operations.




Executive Summary

The December 2013 Constitutional Reform and August 2014 secondary legislation to
permit private investment in Mexico’s oil and gas sector represent significant opportunities
for private oil and gas companies. While the overall geopolitical risk landscape in Mexico is
low, cartel-related violence and other criminal activities continue to draw concern from
international oil companies and other foreign investors. Homicide, kidnapping, extortion,
attacks on facilities and organized public unrest challenge regional governance and have
the potential to impact a number of stages of the oil and gas value chain. As foreign energy
companies prepare to bid on Round One contracts, the Mexican Government, state security
entities, and civilian security organizations have begun to put in place the elements of a
more secure operational environment.

Key Observations

e Mexico’s recent energy reforms are attracting considerable interest from foreign
investors, namely from the U.S. to develop infrastructure projects. The unification
of the Mexican and U.S. energy markets consists of the construction of new gas and oil
pipelines, proposed future gas exports to the U.S. and proposed U.S. and other foreign
investment in developing oil and natural gas down- and primarily mid-stream lifecycle
operations. The states of Tamaulipas and Veracruz represent Mexico’s top oil and gas
market spaces that are driving an enhanced energy security equation for both
countries.

e Organized crime, notably DTO’s and their related criminal surrogates pose a
security threat to existing Pemex oil and gas operations and personnel safety.
Continued lethal and violent attacks against Pemex installations and employees by Los
Zetas and the Gulf Cartel, the dominant DTO’s operating in Tamaulipas and Veracruz,
has created a high-risk environment for Pemex employees. Enrique Pefia Nieto’s
administration has launched a revitalized national security strategy to more effectively
confront DTO crime and violence in Tamaulipas and most recently in Veracruz at Pemex
installations.

¢ Organized criminal organizations and cartels continue the upwards trend of
clandestinely siphoning oil from Pemex pipelines that results in explosions, fires,
and disruption of oil supplies. Many times, DTO’s are intent on committing acts of
sabotage so as to disrupt specific life-cycle operations at refineries, or to warn an
installation to heed a “narco bribe” demand. As part of the Mexican Government’s
response to the deleterious economic impact of DTO siphoning activities, the newly



created National Gendarmerie has been tasked to provide protection to those areas of
the country lacking an effective police presence.

e Negative public opinion over fracking in Veracruz, the impact of the Energy
Reform bill on Pemex labor contracts and the oil and gas sectors marginally
increased vis-a-vis the government’s public relations campaign representing the
commercial and security benefits of energy liberalization. The government is
making some dents in the national public debate—notably in social media venues—
concerning the benefits of energy liberalization and public security. An increased
security presence coupled with efforts at improving transparency and collaboration
with civil society in the fight against organized crime also is a necessary step.

Image 1: Map of principal Pemex oil and gas installations in Tamaulipas and Veracruz?!
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National Context: Setting the stage for foreign investment in Mexico

Mexico represents an important component of the United States’ (U.S.) energy security for
the principal reason that it is one of the United States’ major sources of oil imports. Despite
the steady decrease in Mexico’s oil production since 2005 as a consequence of natural
production declines in off-shore fields and a failure to invest in new projects and new
technologies, the anticipated potential of significant untapped oil and gas reserves off-
shore will help to boost Mexican oil production, with the Energy Information
Adminstration (EIA) predicting that Mexico will reach 3.75 million barrels of oil per day
(bbl/d) over the next 20 years. Mexico has untapped oil reserves reportedly totaling 113
billion barrels, including those in the deep water off the coast of Tamaulipas and Veracruz.
The Energy Reform legislation ending Pemex’s monopoly of the oil and gas sector,
represents a critical opportunity for Mexico to modernize its oil and gas industry.

e The established oil and gas infrastructure unifying Mexico and the U.S., particularly
pipelines, planned infrastructure upgrades, and construction of additional supply
routes contributes to consolidating the energy needs of both countries. Mexico will see

its natural gas needs met for the foreseeable future by the pipeline projects currently

under construction.!

Image 3: Map illustrating Mexican-US interconnectivity of oil and gas pipelines?
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e The reform process will provide a significant push to Tamaulipas’ oil and gas down- and
mid-stream activities, including the chemical and electrical industries. According to a
foreign bank analysis, foreign investors will look to invest predominantly in the state’s
petrochemical and chemical sectors along the border with Texas, where the Eagle Ford
and Burgos Basin are located. Consequently, the Mexican Government anticipates that
foreign investment will go a long way to build new, and consolidate existing,
infrastructure projects for the purpose of moving crude and gas to Tamaulipas’ ports
for export, as well as pipelines to the U.S.3

e The anticipated completion in December 2015 of the “Los Ramones” gas pipeline,
together with the construction of gas compression plants coupled with the port of
Altamira for petrochemical exports will put Tamaulipas on the map as Mexico’s most
important energy state. The LNG terminal operation in Altamira, Tamaulipas, which
began operating in 2006, is currently used by the CFE to supply fuel for electricity
generation. Mexico is re-evaluating the terminal and exploring the possibility of using it
for export of LNG. 4

e Other gas projects in Tamaulipas include an offshore terminal to provide new supply
routes, as well as a subterranean storage capability.>

Through the recent reforms, Mexico is looking to boost oil production, increase its natural-
gas supply, and lower the cost of electricity generation. The Energy Reform bill will open
up 85 percent of shale gas and oil fields in Mexico to private investment. Foreign energy
companies also will be able to gain access to vast untapped oil reserves, including fields in
the deep waters of the Gulf of Mexico (the majority of which lie off the coast of Tamaulipas
and Veracruz).
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recoverable oil shale reserves.”

e The U.S. Energy Information Administration ranks Mexico’s reserves of shale gas as
sixth in the world—Pemex itself estimates that shale formations hold the energy
equivalent of 60 billion barrels of oil. The on-shore shale gas basins of Eastern Mexico
include Burgos, Sabinas-Burro Picachos, Tampico-Misantla and Veracruz that together
hold 49 percent of the country's gas reserves.8

The Opportunity in Tamaulipas and Veracruz

Since 2013, southern Tamaulipas has experienced a robust growth in petroleum activity in
the form of incentive contracts with private foreign companies to engage in the exploration,
extraction, and production activities of existing oil and natural gas fields.? Tamaulipas is
home to the Burgos gas basin—straddling the two states of Nuevo Leon and Coahuila—the
country’s most important gas reserves with on-going production from 2,800 wells
employing 4,200 employees. Twenty-six percent of Mexico’s natural gas production occurs
in the state, with 200 billion daily cubic feet and 18,000 barrels of condensed gas. The
National Infrastructure Plan (NIP) 2014-2018 for Tamaulipas demonstrates the
government’s intention to revitalize its oil and gas infrastructure in preparation for private
investment. The NIP seeks to: optimize output at the Francisco I. Madero refinery,
strengthen the infrastructure of the Burgos bas basin; establish the South Gasline-Tuxpan
(sub-sea) project which would benefit Tamaulipas and Veracruz; establish the Los
Ramones-Cempoala gas pipeline to benefit Tamaulipas, Veracruz, and Nuevo Leon; and,
create a new storage and distribution terminal (TAR in Spanish) in Reynosa.1?

In the case of Veracruz, the state has up to 755 million barrels of crude oil and almost six
thousand cubic feet of gas.1! The state’s ports of Veracruz, Coatzacoalcos, Tuxpam and
Pajaritos are responsible for 52 percent of all of Mexico’s exports, including petrochemical,
chemical, and other petroleum-based products.'? Four hundred and seventy kilometers of
oil and gas pipelines cross 140 of the 203 municipalities of Veracruz. The port of Veracruz
is the axis for the state as all oil, gas, and petrochemical products travel there for on-ward
movement to other parts of Mexico.13

The extensive oil and gas basin of Chicontepec comprises nine municipalities in Veracruz
and has a total of 26 exploration wells. In the recent past, production from this complex
geological field was disappointing in that it declined precipitously and consequently many
fields have been abandoned. Of the remaining fields, many have a skeleton staff, in some
cases only one person to manage the machinery and provide a semblance of security to
protect the installations from oil or gas theft. However, Pemex estimates that Chicontepec



could hold as much as 139 billion barrels and the energy reforms will allow foreign
investment to re-activate abandoned fields and enhance recovery at existing fields.14

The Mexican Government is also seeking to increase foreign investment in the Pemex
petrochemical operations in the municipalities of Poza Rica and Agua Fria. The Poza Rica
project could, in the next ten years or so, have a production of 166 million barrels of gas,
with an estimated value of 16,600 million dollars. It is predicted that the Agua Fria-
Coapechaca (also known as Xicotepec) field will produce 710 million barrels of gas in the
next 50 years. 15

Pemex has been working to expand the Veracruz port in anticipation of new exploration
projects in the state that include exploratory drilling of 268 holes and 385 that are
developmental; the construction of infrastructure necessary to transport gas resulting from
approximately 22 gas pipelines, 7 oil-gas pipelines, and 96 discharge pipelines. Pemex is
also building four new tankers in Veracruz, to be completed in 2015, which should help
Pemex compete globally. 16 According to the Minister for Economic Development and Port
in Veracruz, a number of large 10Cs are planning to operate in Veracruz.l” Spanish firms
have also indicated interest in investing in Veracruz, and have noted that Veracruz is
becoming Mexico’s most important port.18

The Security Challenge

Despite the promising investment in Tamaulipas’ oil and gas sector, the state remains one
of Mexico’s most violence-ridden states. DTO’s have targeted Pemex gas stations and other
businesses as part of their strategy to force financial losses on their enemies.!® According
to a 2013 academic study concerning changes in peace in Mexico over the last ten years,
Tamaulipas suffered a 20 percent to 40 percent deterioration in peace.?0 The Gulf Cartel
and Los Zetas are the two primary DTO’s in the region, targeting not only each other but
also Mexican government and military officials and civilians. At times, foreign workers, as
sub-contractors to Pemex, have been harmed or killed during lethal attacks. 21

e During the month of April 2014, DTO violence resulted in more than 35 deaths in the
cities of Tampico, Ciudad Mier, Miguel Aleman, Matamoros and Reynosa.??

e According to unconfirmed accounts in various Mexican media outlets, DTO’s and their
criminal gang surrogates run and control the transportation sector in Tamaulipas,
which includes highways and operations at the ports. DTO’s also control a number of
Pemex gas stations and illegally sell oil that they have stolen from clandestine siphoning
activities in the state. In many cases, DTO’s directly compete with Pemex in selling



Breakdown of DTO

gasoline.23 The most pernicious impact on the local state economy is the wide-spread
activity of “narco rents”, i.e. extortion fees from businesses and businessmen.24

The municipality of Victoria and the city of Tampico in Tamaulipas rank as having the
highest rate of kidnappings in the area.2>

Image 2: Mexican blogsite illustrating DTO violent and lethal along
the major commercial highways in the state of Tamaulipas with the
majority of incidents occurring near Reynosa and Ciudad Victoria.?¢
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On 9 June, the city was essentially closed down due to narco blockades, shootouts, and
other physical violence.?”

Ciudad Mier: In April 2014, suspected members of the Gulf Cartel used an armored
vehicle to fire upon a hotel in Ciudad Mier where employees of the Swiss multinational
firm Weatherford were residing. At the time of the attack, the company was providing
drilling services for Pemex searching for natural gas and shale in the Burgos basin
region. 28

Tampico: The city straddles an important gas shale basin and producers would rely on
the port to import and export key goods and supplies.2? Tampico has one of the highest



rates of DTO-related lethality, assassinations, kidnappings, and other violent attacks.30
Tampico’s port is Mexico’s second most important from which major mining,
petrochemical, and other industrial goods are exported. In addition, narcotraffickers
have come to use the port for deployment of fast boats transporting drugs to the U.S.31
In May, a 50-vehicle Gulf Cartel convoy passed through downtown without any push
back from security forces, according to Mexican Twitter users.32

e Altamira: DTO assassinations and narco blockades regularly occur. In June 2014, narco
blockades set up with pipe bombs blocked the highway between Altamira and Tampico
and closed down theinternational port in Altamira for an undetermined period of time.
The highway is a critical route for Pemex trucks transporting fuel to and from Pemex
refineries.33

Oil and gas companies remain highly interested in participating in oil and gas operations in
Tamaulipas. Eleven foreign companies reportedly are interested in settling in Altamira,
Tampico, Matamoros, and even some northern areas of Veracruz.3* However, the directors
and representatives of a number of I0Cs reportedly expressed concern about the security
environment in Tamaulipas at a meeting in Mexico in March 2014 with Pemex’s director
general. 3> Partially in response to these concerns, the military is concentrating forces
throughout the state.

Image 6: Map of clandestine siphoning in Mexico as of
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operations using false Pemex vehicles and uniforms to evade and penetrate security
measures.38

In early February 2014, the Pemex Director of Exploration and Production reported the
loss of approximately 20,000 bpd of crude due to clandestine siphoning.3° According to
a special Mexican 2014 media investigation, Mexican organized crime has created its
own infrastructure to siphon oil from pipelines and transport it throughout Mexico and
to the U.S,, including the use of its own fleet of tankers and boats at ports.

o0 The majority of the stolen product enters the black market and is sold to
companies and gas stations— some of which are in the U.S. With an average
international market price of Olmeca of around 107 dollars per barrel in the first
half of 2014, the total loss for Pemex was around 360 million dollars.40

o Pemex also reported that although there is not a specific area for the stolen
Olmeca, much of it takes place near the refinery of Salamanca in the area of
Tampico, and Madero.#1

The highest incidents of clandestine siphoning occurred in Tamaulipas with 367 in
2013; Veracruz followed with 303 recorded in 2013.42 Altamira and Reynosa are
the two cities with the highest incidents of illegal siphoning by Los Zetas.*3

Over the last decade, more than 97 Pemex employees and ten contractors to Pemex
have been linked to the clandestine siphoning of oil. In order for the cartels to conduct
the siphoning activities, they require technical knowledge—layout of pipelines, de-
pressurization of lines: that information is believed to be provided by corrupt Pemex
employees.*4

Corruption and graft remain a critical economic risk issue in Tamaulipas, threatening
the efficacy and safety of oil and gas operations—production, refinement,
transportation—as well as petrochemical, chemical, and mining operations.

Pemex workers regularly complain about the absence of security in remote areas of
Tamaulipas where they have to work, and often do not travel to their work sites due to
fear about their physical security.

The risk of bribes, corruption activities, and overall DTO penetration into the gas and oil
distribution network leaves foreign companies and their personnel vulnerable to
extortion, possible kidnapping, and other violent and non-violent threats.

The state police forces will continue with the vetting of police officers to ensure that
they do not have ties to organized crime. There have been recent instances of police
officers having ties to DTO’s, most notably in Tamaulipas. Plan Tamaulipas focuses on
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vetting and re-accrediting all police officers.

Despite the expectations of significant foreign investment in Veracruz'’s oil and gas sector,
the state faces significant security challenges. According to a 2013 academic study, there
was a 5-20 percent deterioration in peace in Veracruz from 2003 to 2012.45 Asin
Tamaulipas, the Gulf Cartel and Los Zetas are the two primary DTO’s engaged violent
criminal activities. Xalapa and Veracruz City are the two most dangerous cities.

e The port of Veracruz is one of the most significant areas of lethal violence due to an
escalating drug territory dispute between the two DTO’s, as well as the reported
presence of other DTO’s such as the Cartel de Jalisco Nueva Generacion. For the DTO’s,
the port is important for the movement of predominantly cocaine. Narco blockades,
shootouts, and other violent attacks frequently close down the immediate port, its
operations, as well as businesses and neighborhoods in the immediate vicinity.4®

¢ In Coatzacoalcos, this once quiet city recently experienced an increase of DTO-related
assassinations, presence of criminal organizations such as Los Zetas. The city is home
to the Pajaritos and La Cangrejera petrochemical plants. In July 2014, security forces
reportedly captured more than 1,000 criminal elements Coatzacoalcos and Cordoba, 35
of whom were involved in kidnappings.#”

e In February 2014, media reports from Veracruz discussed kidnapping fears among
Pemex workers at the Pajaritos and La Cangrejera complexes. The same article
mentioned that there was an attempted kidnapping of the wife of a Pemex employee. 48

Fracking has emerged as a polemical issue in Veracruz. Fracking and gas wells in
Veracruz are prompting growing public concerns about toxins being released into the
environment that could harm humans and the environment. In 2013, Pemex was working
on 23 exploration and production wells in the south, including Rodriquez Clara, Isla and
Chacaltianguis. 4% In the area called Huasteca Veracruzana (comprised of northern
Veracruz, southern Tamaulipas, and sections of the states of San Luis Potosi and Hidalgo),
there exist approximately 130 active gas sites.>0 According to one report, Pemex is
anticipating opening 27 new gas wells from now through 2045.

e In early May 2014, residents of the town of Miquetla, in Castillo de Teayo, Veracruz,
protested fracking and the Energy Reform bill by using trucks to block access to 128
active Pemex wells and closed operations for an undetermined period of time.>!

e From February - late July 2014, considerable negative opinions about fracking in
Veracruz emerged on Twitter and are representative of the on-going Twitter public
opinion debate about the harmful effects of fracking in the state:
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o Anidentified user posting on 8 July wrote; “Blockade of 128 Pemex shafts in
Veracruz against #fracking @NoFrackingMx @Earthworks>2
http://bitly/1vXeXAa pic.twitter.com/2EDBvnlxIn

o On 1 August, an identified user wrote: “With #fracking, water, land and air are
contaminated near the ##PozosDeMuerte pic.twitter.com/HoQGRgKTsQ
#Veracruz>3

o On 27 July, an identified user wrote: “The #FRACKING will cover 3 million hectares
in #V/ERACRUZ ...”54

o On 17 June, an identified user wrote: “#FRACKING is devastating the lands of
#PUEBLA #VERACRUZ.” 5>

o An identified user posting on 19 February wrote: “Listen #mexico the struggle
against #fracking has to begin TODAY! In Veracruz 175 holes are planned through
2016.756

Veracruz has also experienced increased labor unrest, which at times has turned violent,
in protest to the energy reform. Labor unrest, although not typically violent, usually
targets Pemex installations or highways nearby.

e There have been continuing and large protests by Pemex workers employed at the
Pajaritos petrochemical complex, against the sale of the plant to Mexican company,
Mexichem. Pemex employees from the petrochemical complexes in Morelos and
Cangrejera joined their Pajaritos colleagues at a 17 July protest.57

e InJuly 2014, 500 employees of the Arengal Company (a contractor for Pemex in
Alvarado), demonstrated against their termination, which they blame on the Energy
Reform bill. The demonstration closed down a section of the Alvarado-Lerdo de
Tejada-Paso del Toro highway leading to Pemex well #5.58

The Government’s Response

Upon taking office in December 2012, the administration of President Enrique Pefia Nieto
announced that it would take a different approach to public security and organized crime
to that followed by outgoing President Felipe Calderon. While continuing to disrupt the
activities of the DTO’s, the new government declared that it would focus on community-
based approaches to public security and crime-prevention. In addition, the government
recentralized control over security, with the Secretaria de Gobernacion (Interior Ministry)
playing the most important coordinating role. Furthermore, the administration presented
plans to create a National Gendarmerie, which would eventually be created in August 2014

13


https://twitter.com/hashtag/fracking?src=hash
https://twitter.com/NoFrackingMx
https://twitter.com/Earthworks
http://t.co/FHb19kthqk
http://t.co/2EDBvnIxln
https://twitter.com/hashtag/PozosDeMuerte?src=hash
http://t.co/HoQGRgKTsQ
https://twitter.com/hashtag/Veracruz?src=hash

as a rapid-reaction militarized police force of around 5,000 officers.>°

While the new approach to security has achieved some notable successes, mainly with
regards to falling homicide rates and the arrest or elimination of a number of leading DTO
figures, Mexico’s security situation has not improved significantly. Continued violence in
the north of the country, problems with self-defense groups in Michoacéan and the
September 2014 disappearance of 43 students in the state of Guerrero combine with
worsening kidnapping and extortion figures nationwide to highlight the enduring challenge
of enforcing law and order in Mexico.

In the case of Tamaulipas, President Pefia Nieto announced a new security strategy for the
state in May 2014, known as Plan Tamaulipas, in order to halt lethal cartel violence.®® The
plan divides the state into quadrants controlled by special operational units of the Navy
and the Army, and it appears that the city of Nuevo Laredo is, operationally speaking, a fifth
zone. The three principal pillars of Plan Tamaulipas are:

1. Dismantle organized crime groups
2. Close the routes for illicit movements of money, persons, drugs and weapons

3. Guarantee effective and reliable local security institutions at the state and municipal
levels.

Military units have been directed to disrupt cartel activities, arrest DTO members, patrol
highways and roads to prevent narco blockades, and to reinforce security at airports and
ports. The military has also arrested more than 40 identified police members associated
with narcotrafficking.6? The state police, now subsumed under the Single Police
Command, are charged with deploying better trained officers to engage in patrols at ports,
Pemex facilities, and businesses. In addition, President Pefia Nieto inaugurated the
National Gendarmerie for Mexico, a security force that will provide protection to civilians,
economic and industrial activities, local commerce, tourism, as well as to secure local
territory where local police capacity is lacking. 200 Gendarmerie units have already been
deployed in Altamira to assist with public security efforts.62

The Federal Government, concerned about the escalating public insecurity due to DTO
violence, is investing additional money in Veracruz to strengthen the state police’s
responsibilities to fight crime. Specifically, under the auspices of the Sistema Nacional de
Seguridad Publica (SNSP), 115 billion dollars is to be designated for new equipment,
training, and the reorganization of the police force.3 The state began consolidating its
police force under the Mando Unico (Single Police Command) in May 2014 as part of the
SNSP national security strategy.®* In addition, deployment of the Gendarmerie is planned
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for Veracruz in the near term. The state has an allotment of 1,800 positions to fill for this
new security force. Businesses are eager for the Gendarmerie to be deployed to the state to
help the police improve the security situation.6>

The Federal Government is implementing containment policies to deal with the upwards
trends of DTO clandestine siphoning of oil from Pemex pipelines. Plan Tamaulipas and the
security strategy plan for Veracruz aim to increase the deterrent and containment policy of
mitigating financial losses in the energy sector due to continuing siphoning activities. The
increased physical presence and involvement of the military at Pemex facilities has both
direct and indirect benefits at reducing costs associated with reducing violence as well as
demonstrating a commitment to improving peace in the affected areas.

What is disappointing so far about both the Tamaulipas and Veracruz security strategies is
that they have not focused more heavily on community-based solutions. As a recent paper
by Wilson and Weigend points out, “largely absent from the security strategy is a focus on
civil society, social inclusion, economic development and protection of the press,”¢¢ all
considered crucial in enhancing security in the long term.

However, in the aftermath of the Ayotzinapa student disappearances, President Pefia Nieto
announced an integral 10-point plan that includes consolidating the country's 1,800
municipal police forces into 32 state-level forces, granting the federal government powers
to dissolve local governments allegedly infiltrated by drug cartels, strengthening federal
security forces in key areas (including Tamaulipas), the creation of a national anti-
corruption commissioner, a national emergency hotline and regional economic
developmentplans for Mexico’s poorer regions. While these reforms must be approved by
Congress, the plan demonstrates that the administration has recognized that its efforts
thusfar have been insufficient and need retooling.

The Outlook

The threat of DTO attacks targeting Pemex installations, employees, and civilians
throughout Tamaulipas and Veracruz will remain acute and continue to have an economic
cost. The deteriorating security environment in Tamaulipas and more recently in Veracruz
has forced the military to remain deployed in selected cities of the state for the foreseeable
future, and to continue to protect Pemex and foreign workers in exploration, extraction,
and refining operations. Although the Mexico Peace Index 2013 estimates the direct cost of
violence estimated to be US$ 45.9 billion and the total national economic impact of violence
(including indirect effects such as lost productivity) was calculated to be US$ 333.5 billion
per year,%’ organized crime represents a low operating cost for the energy sector and does
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not represent a significant deterrent to investors due to the industry’s experience in
operating around the world in risky environments.

Corruption, bribes, and extortions remain an intractable problem for Pemex, and regional
governments. Corruption increases premiums for transportation from areas of oil and gas
operations to refineries, ports, and other areas involved in the production and distribution
of products. Pemex employees constantly are under threat of “narco extortions” from Los
Zetas and the Gulf Cartel; the payouts are a constant revenue loss for Pemex and other
petrochemical and chemical businesses associated with oil and gas operations. As the
public security situation in Tamaulipas and Veracruz deteriorated further during the first
half of 2014, the Mexican Government devised a new security strategy to simultaneously
increase protection of citizens and of businesses.®® The formation of the National
Gendarmeries to focus on protecting businesses from bribes and extortions should help to
improve the overall business climate for foreign investment.6°

The rise of self-defense groups in response to the inability of state police and the Armed
Forces to protect them from DTO violence is an emerging risk to state governments in
some part of the country. Many self-defense groups seek to protect the rights of
disenfranchised populations or disgruntled workers at companies such as Pemex and with
increasing frequency hold demonstrations—thus far non-violent—at Pemex sites or
government offices. While the most obvious case of self-defense groups is in the state of
Michoacan, there has been increasing discussion in Spanish-language social media sites by
citizens of Tamaulipas expressing the need for the self-defense groups.”’? In May 2014,
thousands of citizens marched in downtown Tampico protesting the escalating violence
caused by DTO confrontations and the physical threats to their safety.”! Moreover, there
has been an increase in disruptive civilian blockades outside of Pemex refineries and gas
stations in Tamaulipas and Veracruz usually results in economic losses for Pemex.
Although the total cost is difficult to ascertain, in other regions of Mexico, such as
Michoacan and Tabasco, officials calculated a possible loss of 50 million dollars for the first
half of 2014.72

Despite a surge in non-violent demonstrations opposing the energy reform in early 2014,
momentum appears to have weakened. A number of protests in early 2014 agains the
energy reform brought together citizen groups, Pemex employees and labor unions in
collaboration with grass-roots organizations.”? Pemex labor union workers have protested
on numerous occasions around the country and primarily in Mexico City out of concerns
that the Energy Reform bill will force them out in favor of “exterior” interests such as
foreign energy companies.’* On July 23, 2014, up to 20,000 indigenous people from around
Mexico marched in Mexico City to protest the secondary laws of the Energy Reform bill that
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they state will expropriate their land for purposes of oil and gas exploration and
production activities.”>

In July 2014, a new political party, the Movimiento de Regeneracion Nacional (Morena),
had collected more than 1,600,000 signatures opposing the energy reform because they
allege that foreign energy companies will exploit Mexico’s natural resources for their own
profit and not the Mexicans.”®¢ However, with the Mexican Supreme Court ruling that a
national referendum on the reforms would not be legally binding and with social media
discussions appearing to show that there is a growing sense that the reforms will benefit
Mexico, the momentum against the reforms has weakened.””

On the opportunity side, the federal public security strategies for Tamaulipas and Veracruz
will begin to produce demonstrable results by helping to reduce physical threats and
financial risks from sabotage and other criminal activities. An improvement in the overall
public and economic security scenario bodes well for both local communities and energy
companies looking to invest in these two states. As the security situation in Tamaulipas
and Veracruz improves, the oil and gas industry’s competitiveness (e.g., production,
transportation, supply networks) also will become more favorable. An important
component of the government'’s security framework for both states should include greater
transparency in involving the citizens in coordinating plans and responses for reporting
crimes and violent security groups, especially those that run the all-important social media
sites.2

Conclusions

The security situation in Veracruz and Tamaulipas has worsened in recent years, and the
government seems far from being in control. Rising levels of homicide, kidnapping and
extortion combine with pipeline theft and protests to create a complex security
environment for the energy industry. The intersection between public security risks and
energy infrastructure and production projects means that firms will have to invest in
security strategies in Mexico much as they do in their operations in other parts of the
world. However, the renewed vigor of the Mexican government’s approach to security in
the states of Tamaulipas and Veracruz means that organized crime groups have seen
significant disruption to their activities and the presence of higher numbers of federal
troops and police in the Mexican Northeast should help to assuage the concerns of the

2 For a solid understanding of the role of citizens in public security and the rule of law, refer to: “Building
Resilient Communities in Mexico: Civic Responses to Crime and Violence,” Woodrow Wilson Center Mexico
Institute, edited by David A. Shirk, Duncan Wood, and Eric L. Olson, March 2014
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energy industry. Nonetheless, a more complete and integrated strategy that includes
community engagement and community-based security approaches, alongside continued
police and justice reform efforts, will be needed to ensure a sustained improvement in the
rule of law in this area.
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